BNX NETWORKS

© BNX Networks Confidential 1

ITBOT FINANCIAL
QUICK USER GUIDE

http://www.bnxnetworks.com

Version:1.0.9

Contact:

USA: 2135 City Gate Ln #300
Naperville, IL 60563, USA
Phone: +1 847 990 0525

BD: House: 43, Road: 03,

Nikunjo-1, Dhaka, Bangladesh

Phone: +8801796633098, +8801715012139
Email: support@bnxnetworks.com

© 2024 BNX Networks Inc.. 2135 CityGate Ln #300 Naperville IL 60156 USA Phone: 800-400-1056 Fax 847 901 7031 https://www.bnxnetworks.com
House: 43, Road: 03, Nikunjo-1, Dhaka, Bangladesh. Phone: +8801796633098, +8801715012139



https://www.bnxnetworks.com/

BNX NETWORKS

© BNX Networks Confidential 2
Contents
LU LT g Y« T TP PP PUPPPPR SRR 3
(CT= o TT - | TSP PP PP PPPTPPPPPN 3
(0] 011 - 1 £To] o [T PP UPPPPTPPPRRP 3
SUPEIr AdMIN OPEIAtIONS i 3
DN = T a1 o Yo - o USSR 3
D Y V=T & A V] =Y 0 PSPPI 4
P ACCESS & IMIONIEON: ettt ettt e ea e st e sttt e sab e e be e e sab et e sa bt e sabb e e s be e e sab e e e baee s beeenareeenneas 4
D S No 1o M U =T |V T =0T o 1T ) PSSP 5
D I 6] =T g Y=Yol U] o a1 o PSSR PPRR 6
D N 1T o] (o) V1 1 T=T o PSSR PP 7
D N or- 1 1 W 5 =14 00V IV o] o L3 USSP 8
P IMIONITOT SOTEWEIE ..ttt ettt st s bt e e bt e e sab et e sa b e e sabt e e sabe e e sabeeeabteesabeeesateeenneas 8
P OPLIMIZE & BOOST SPEEA: ...cceteiieieeee ettt e e e e et e e e e e e e e et ba e e e e e e eeseaatbaaeeeeeeeeeansbbaaaaeaaeeeaaannssaaaeaaaeens 9
) €1 - | ST O PO P PO PTRTRPRROP 9
UL =T 0] o<1 -} o] 1 PP P OPPORPPPPPRRPPRt 10
P VIEW INSTAllEA PrOZIramS: .. ..uuiiiiiiie e ettt e e e ettt e e e e e ettt e e e e e e e e e tttbaeeeeeeeesesassseeaeeaeeeasansssseeeaaeesannnns 10
P LISt O ANTIVITUS: ..ttt et e b e st e sa bt e bt e e bt e e s bt e e sa b e e e bt e e e be e e sabeeeateeennee 10
3 OPTIMIZE Pl iiiiiieee ettt e eecc e e e e e e e e et taeeeeeeeeeeetbbbaaaeaeeeeeatbbbaaeaaaaeeeaaatbbaeaaaaeeeaaatrrrraaaaaeeaaanns 10
D Y V1 I <3 D1 1 1o S PPRTPPP 11
D g T={ = Y0 (W 11T 0 RS RRRUPPUPPPUUUPURRROY 11
D R 1= 1=T - L (=3 O =] oo L R R URROPPUPUUUURURRRRIOE 11
) 11 { Mo Te = g [ o TSRO PRTPRR 12
) o (=TT o Te oo [o 1=Y gl o o =Yl o o H RSSO PTST 12
D © 1T 1 PRSP 12
Y o TTotE= I L= o A 21T LU <3 13
SPECIAl CYDEISECUITY FEATUIES....uuuueeiiiiiiiiiiit s nnnnnnnnnnnnnnnnnnn 13

© 2024 BNX Networks Inc.. 2135 CityGate Ln #300 Naperville IL 60156 USA Phone: 800-400-1056 Fax 847 901 7031 https://www.bnxnetworks.com
House: 43, Road: 03, Nikunjo-1, Dhaka, Bangladesh. Phone: +8801796633098, +8801715012139



https://www.bnxnetworks.com/

BNX NETWORKS

© BNX Networks Confidential 3

User Types

Super Admin: Full access to all features and administrative controls.

» Admin: 5 admins who will have access to features specified by the Super Admin.
» User: Basic access to personal and system management features. 5,000 users, which can include PCs,
servers, or human users.
> Guest User: Same features as Users, with potential view-only access.
General
> Control Corporation Servers & PCs: Enables admins to manage and monitor all Servers and PCs within the
organization, ensuring seamless operation and maintenance.
> Banking (ATM Control): Features specifically designed for ATM systems, including PCI DSS compliance, local
and vendor account management, drive encryption, and enhanced security controls to protect against
unauthorized access and ensure safe transactions.
> Security Control: Focuses on maintaining security protocols, managing access, and protecting sensitive
information within the banking environment.
Operations

Super Admin Operations

>

Dashboard: Instantly manage PCs with a customizable dashboard, providing instant access to reports, and
one-click controls for shutdown, restart, and external device management.

@ 8ot Admin Panel - O v
Trial Mode
Sy Welcome, Super Admin ([ chat | [aerss | [change passwora | [Logout | @
& .
= = = I
DESKTOP-PQC  DESKT  pCReport
@ REEEEER s OsvR BB ghtdown
[ Restant |

O Device Local Account Control External Device  »

(C$83 Management Remove from Shortcut

[ Monitor User screen

- ITBot Financial

Community Bank Admin Panel

% Control External Devices
%Dud up
a“ﬂ" Powered By
= ENX NETWORKS
Manage User PC

Visit Us

Epeonn non
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» Alert System: Configurable alerts with email notifications for major issues.

@ Alerts - [m] X

|AII V‘ ‘ Priority V‘ ‘Search here...

Username Alert Type

248 user10 Command execute... |Low 2024-06-11 10:14:0... | Success Message
246 user10 Command execute... | Low 2024-06-11 10:12:0... | Success Message
164 user10 1.8 GB free of 14.... |High 2024-06-1109:3... | Drive Memory Low
161 userd User user8 has be... | Medium 2024-06-11 22:2... | Activity Changed
159 user8 Device: twinmos, ... | Medium 2024-06-11 22:1... |Device Inserted
158 user8 User user8 has be... | Medium 2024-06-11 21:5... | Activity Changed
157 users TeamViewer, pro... |High 2024-06-11 21:4... |Restricted App
156 user8 WriteDump.exe, ... | High 2024-06-11 21:4... | Restricted App
155 user8 tv_x64.exe, porta... | High 2024-06-11 21:4... | Restricted App
154 users tv_w32.exe, porta... | High 2024-06-11 21:4... |Restricted App
153 user8 TeamViewer_Serv... | High 2024-06-11 21:4... | Restricted App
152 user8 TeamViewer_Not... | High 2024-06-11 21:4... | Restricted App
151 users TeamViewer_Des... | High 2024-06-11 21:4... |Restricted App
150 user8 TeamViewer.exe, ... | High 2024-06-11 21:4... |Restricted App
149 user8 TeamViewer, pro... |High 2024-06-11 21:4... | Restricted App
148 users WriteDump.exe, ... | High 2024-06-11 21:4... |Restricted App
147 user8 tv_x64.exe, porta... |High 2024-06-11 21:4... |Restricted App
146 user8 tv_w32.exe, porta... | High 2024-06-11 21:4... | Restricted App

» Access & Monitor: Detailed user PC information, reports, user online time & activity, login activity, and
camera access.

@ 1T8ot Admin Panel - o x @ 1180t Agemin panel - o X

Select All “ To  Generate User Data

Day ~hrch here
TotalColne Tims
Check Login Activity  Check Total Online Time ‘ Save as POF ~a u=ETE FETD fmham  ||ES Daily) =
super sdmin . ooonon Bangladesh Stand..
per stenin OESKTORISVIGNS | DESKIDPHISVING.. | H-Agust-203d  |000000 Bagladest Stanciar.
vasc super odmin L onooen Bonnjadesh Stancis..
Fer——— e DESKTOP.FOOGEGD | DESKIOP-FOOGERD.. 29-Avqust 2004 |090200 Bangladesh Stand.
e — ers ESKIO-POUUSVE | MreAD-Sarsan.. | Z9-Aguit-2064  |003630 Bangiagesn stanciae.
o fim OFSKTOP-1SVIBNS | DFSKTOP-ISVIBHO. | 78-Agst-2024 [002500 Honglaceah e
T o2 DESKTOP 1SVIEHS | DESKTOP 151640, 28 Auust 2024 |002600 Bongladsh Standr.
e DESCIOP-ISVIEN | DESKIOP-1SVIEHO.. | Z5-AUgua-2024 (00300 sangiscesn Stncan.
sert DESKTOP-FQIGIGD | DESKIDP-TQOGEED.. 29-August-202¢  |0902:30 Bangladesh Stancac.
y Save As PDF File ‘ Save As Excel File View Summary
Relish
@i S a x @ - o «x
userl - Get User Report S gt
User PC Information: -

et 2024.08-28 09.17.33_video.mpd

Device Name: DESKIOP-HOCGEGD

‘Operating System Name: Microsoft Windows 10 Enterprise 2016 L1Sg
{Operating System Version: 10.0.14393 N/A Build 14393
Procluct ID: 00380-20485-85900-AA723

Operating System Installation Date: 7/18/2024 1:23:35 AM
iSystem Manufacturer: HP

System Model: HP Laptop 14-fq 1o

Processor: AMD Ryzen 3 3300U with Radeon Graphics
RAM Size: 7502 MB

RAM Serial Numbers: HIADOS00,

Motherboard Serial Numbers: PLETPOABIDDAG.

) User PC Network Information:
| e et MAC Address; F8-54-F6-39-65-D7

IP Address: 192.168.0,119

Lease Obtained: Wednesday, August 28, 2024 3:53:03 PM
Lease Expired: Wednesdhay, August 20, 2024 5:53:03 PM
DHCP: Enabled

DHCP Server: 192.1680.1

User PC Disk Info:
Drive: C:\

Total Disk Space: 187 GB

Free Disk Space: 159 GB

Drive Serlal Number: 22042590

Take Snapshot for All - Take 5 seconds Video for  All -

P P
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All * Search here.
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Save as PDF file

» Local User Management: Manage local and vendor accounts, with instant and automatic password
updates every 90 days.

|Search

Last Set Password
Time

oM userpc
8/21/2024 34059PM | Standard User | uaerpe

am e

8262024 25645PM | Administrator | userpc

™ userpe

werpc

st | @localaccout = O X fr
usert 8/26/202 25656 PM | Standard User |userpe
e | SeectUsemame: 8/18/2024 113044 AM | Stantars User | userpc
e |t gl =
wser? | pccount Name: 8125202 50307PM | Administrator | userpe
users userpe
users userpc
users | Possword: M userpc
e [ 1 oo isnasm st [
05012 | ] Vendor A e
userz userpe
user2 Create ‘ 8/26/2024 25T03PM  [Stanclard User | userpe

@ 1B A Fanel

Sasnch

Last Set Fassword

Privilcge

==
= e

‘ ' ‘ ‘

Change Account
Password

Change Account

Privilege

| ke Accunt

i - [Search ]
Usemame Pacrwers el Priviege Roje Accoune
= ™ usespc |usen)
et 82120430597 [Stancardser [unerpetest
uset ™ usepc | tests
user? | 8/26/2024 256:45 PM  Administrator | userpc vendort
et 8262004256475 [StandardUser  [usepc | vendor2
user | 8/26/2024 25650 PM. ‘Standard User | userpc. vendor3
et a(26/2004 2565 uepe veagors
et | @ QongeLserpi. = X 12672004 29656 [Standord User  |userpe vendors
sers | 92004 NITA4AM  [StandadUser  [wserpe | Higta
et Usemameuser] epe |saa
3| Local Account; BNASSETOT wepe ust
usor3 Current Privilege: Administrator 126/2024 25715 "M userpe. "-wl
u!ai} [26/2024257187M  |Standardtser  [wserpe |vendor2
weacg] - Setect Aot Types 16202425721 |Standard User  |userpe vendor3
mal‘ L ] [26/2024 13345 PM | Standard User | userpe tesmt
user2| 53 AM userpc usart
- =
sec2 | 26202425703 |StancatUser  (usepc | vendor2
L seere sento) ¥
[ venger
| Retresn |
Change Account
‘ Create Account pinaliveag Log Events
o ox
@ Log Event Viewer - o ®
Al - Search here.. |
Username Date Event Type Account Name Computer Name |2
22-September-2024 432 . | Logon DESKTOP-FQOGEGD\BUS... | DESKTOP-FOOGEGD
user2 22-September-2024 428 . | Logon DESKTOP-FQOGEGD\BNA... | DESKTOP-FQOGEGD
user2 22-September-2024 427 _ | Logan DESKTOP-FQOGEGDIBNA... | DESKTOP-FQOGEGD
user2 22-September-2024 402 . | Logon DESKTOP-FQOGEGD\BUS... | DESKTOP-FQ0GEGD
user2 22-September-2024 355 . | Logoff DESKTOP-FQOGEGD\BUS... | DESKTOP-FQOGEGD
user2 22-September-2024 342 _ | Logon DESKTOP-FQOGEGD\BUS... | DESKTOP-FQOGEGD
user2 22-September-2024 3:23 _ | Logoff DESKTOP-FQOGEGD\BUs. | DESKTOP-FQOGEGD
user2 22-September-2024 3:13 _ | Logon DESKTOP-FQOGEGD\BUS... | DESKTOP-FQOGEGD
user? 22-September-2024 312 | Logoff DESKTOP-FQOGEGDIBNA... | DESKTOP-FQOGEGD
user2 22-September-2024 312 _ | Logoff DESKTOP-FQOGEGD\BUs... | DESKTOP-FOUGEGD
user2 18-September-2024 854 - | Logon DESKTOP-FOOGEGD\BNA... | DESKTOP-FQOGEGD
user! 18-September-2024 846 | Logon AzureAD\SaraMahjabinH.. | DESKTOP-PQCOSVB.vghih
user2 17-September-2024 5:36 — | Logon DESKTOP-FQOGEGD\BUs... | DESKTOP-FOUGEGD
user2 17-September-2024 5:31 . | Logotf DESKTOP-FOOGEGD\BUS... | DESKTOP-FQOGEGD
user2 17-September-2024 531 | Logoff DESKTOP-FQOGEGDIBNA... | DESKTOP-FQOGEGD
userl 17-September-2024 501 _ | Logott AzureAD\SaraMahjabinH_. | DESKTOP-PQCOSVEvghih
user2 17-September-2024 313 | Logon DESKTOP-FOOGEGD\BNA... | DESKTOP-FOQ0GEGD v
Log Events Save as PDF file
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> Remote Access: Control or view users’ PC screens.

@ 1180t Admin Pane!

|user2 -| 192.168.0.116

O Control Screen @) Show Screen

21 Remote Now: user2 - o x

» Cyber Security Info: Monitor antivirus, network info, browsing activity, PC activity, folder & file
protection, and BitLocker Management.

@18 bk el - - 0 x
v == = s =
i [T AT s
= gy |y e == g . G
R Y
i
o
-
oo
R
e
o
scaisnm
w
T i
e o - x
@ - o x
m g e ]
= o
Wi Detee,dev All ~ Search here.
frer——p——
ned W ks Dcfesder
- [ w |ou [
ool vl ol o YO [ LT il | [
Accouns |Sbn | vl o | | suns
T lmnuommm
a0 i =
wes |8 Duea [1ome [ |2 |uwwm (@1 s
e nstaes a 1173, Totat | Latency: 2
s |ms
Get PC Health Info ‘Save as POF file

|
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% | @ Rot Admin Ponel - o ox

& 110t Adminpanet

Select Usemame: Drive Lemer: Set Passwera: Al ~| [search tiere..

an 5 o |
file_folder_rame

|E"‘""D'TE’W"" Leck Drive H Urionk Drive H L 1180t Users PC nformation Do
dccst

R B oo il P e =R e [

E FullyEncryp.. [ 0n Uniackss | 100 16618 (Tom)

user2 2 FullyDeary.. |01 Unlocked |0 e

user2 o Fullygnerye.. [ 0n Uniacked | 100 2wAnE | asswardt

userd 3 FullyEncrys.. [On Unlocked | 100 03520196 (Fasewor]

usert c FulyGeary... oft unackes |0 sz 4

userd 2 FulyEncny.. | On Unlocked | 100 (384805 T, Recs

users o Unionn Locken

user? & FullyDsery. |0FF Unlocked |0 lotei60s |0

wserr o rulySeay... | unockes |0 EECT

usere. o FulyDsery.. |off Uniockes |0 om0

users o fulySecy.. |0 Unockea |0 s

users. & FulyDsery.. |ofF Uniockes |0 o)

wsers o FulyBecry.. |0 Uniocked |0 s

werto o FulyDsery.. |off Uniockza |0 o

wetn o Encnyptionl. | O Uniocked |23 MBS (Pasmerd) | 12345678

wert e FulyDsery.. |0t Uniockza |0 o601

u v
Racovery Keps et stats Raizsn

@ 50t Asminrure — 0 x [@nsctsdmnme 0 x

Al ~| [search here..
@ Manage Fies - o x
Lremems -
usen T-ap 2300 e Crpragrem s g
Uploaded Files el CrPreg:
e e I
= usert z
en Teameer Copregram s gamiewrs..
st Nicrosol Vil Co+ 2013 54 . WiiEecene POFTSOBE-FENF-. 20040404 000000
usert i Tools | MsiE {ila} STGE.. | 2024-04-04 00000
user] Microsaft NET Toolset 50406 (. | MsiBxeciene /X120631FAG-DITE.. 2024-04-04 000000
i b PMERIAL. | 200004 Co0D
e Kecene psiEsoz-4p13-. 20240525 000000
et At Commrent st vy KBCHTCBAT A0 2034 04-04 0000
userl Recews ISEF122F4- FTDA-.. | 2024-04-04 000000
e Kecene pshsbcssn 318 20210404 000000
e [0 ] e memsncinasis. 2020005 cooom
sert = . 200404 04 00000
usert Microsaft WET AppHost Pack - . | MsiBxec.ene (X(B3EE2209 CTE.. | 2024-04-04 000000
en Miccson el ose.
st Nicrosoll NET Standard TgeL..|WoiEvecene [RATOIECTD-0AD.. | 202440434 000000
et Nicosoft NET AppHost Fck- .| WiiBxcene FAASSFEFOG-SFEL. | 207404-54 600000
‘ Upload ‘ ‘ Dawnload ‘ Delete “ user! Microsaft NET Core 5.0 Templ:
L4 i . i )
= G [ | e Updit o a0 or .| WD v OATA HLAND..| 20230404 OO0 i
= g

Al ~ Seatch here.

Usemame File Name File Path

e Ayveskene AU Network Cenmioassadminti\inyDescexe

ez T

2 Ot

ne? Sope 811602130 i 2e.

ez e 3020 vinz2exs i

o Jeesshesstoeoe L Cliesi evors Domicadsadminingossinsatera. |

wert sepeie AU Nebwork\Ccunicaasiagmintieyetup exe

ser ] Speed Boostermst

x

Issisten scutes

ITBot Status: Success
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» Scan Harmful Apps: Scan, restrict, or delete harmful apps.

@ iTBor Admin Pane! - o x

@ rTeot Admin Panel - a B

i |y |
Search here..

Usemame Applications App Directory Proguct Name Progucer Name File Description -
L Apps Name.

= oW ene CSRecycie Baris-1..

user1 SILATRKB.exe CASRecycleBan\5-1..

= .

userl C: 1., | Microsoft Windows .. | Microsoft Corporati.. | Microsaft Winsows .

= N

userl csrssene [ findo.. | Microsoft Corporati.. | Client Server Runti..

user main exe CABNX Netwarkshin._

user! umins000.exe: InwvincibleD - -

e e e

=

usert C: SpeedBaoster

wer T ————

user1 echo.exe CAMicrosoft\Androi..

= gobogee  |csacsomanol

user gdbexe CAMicrosoft\Androi..

userl make exe CAMicrosolt\Androi_

user1 pythonexe CAMicrosoftAndroi..

= otcrzTee  |Cuicosometoi

usert ython2.exe CAMicrosoft\Androi.. .

= o

App
Delete App Add Selected | Remave Selected H Unapproved Apps

%WHDGW Approved Apps

» Monitor Software: Manage software lists and approvals.

1Bt Admin Panel - o x
@ Mot Admin Panel - s} ® L

~ |Search here.

Al ~ [Search here,
Usemarre SofwaraName | Publsher Name | Verson ction ction ~ Saftvare Mame Publisher Name Verian Feian
Motmpade+ 541, | Notemage s Team |387 T et Teamviewer Teamviener 18537 Mark As Harmlu
usert Pythan 31010 Test . | Python Sofiware Fa.. 110101500 Mark s Safe Urinstall [Dishons ot 10 TesT S| Pyon ot ol moes? i 100 T
userl Pythan 5120 TestS.. | Python Sofoware fa.. |£121500 Mark A5 Safe Uninstall NowpecsiRt s S {Nolgah + Team asT Bk fs Hum e
wsert MySOLRouer 80 |Cradke Corporation | 8037 Mtk A St Uninstall | MysaL shel Oracle Corporation 8037 Merk As Harmful
usert Python 3120 Stand.. | Python Safoware Fo.. | 3121500 Mark /s Sae Uninstall Python 3.10.10 Tcl/Tk Sup... Python Saftware Foundat..| 310101560 Lot L
wert MySGL Workbench... | Grace Comporation |8036 Mark 25 Sae Uringsall
et Pyhan 3120 DeveL. | Python Sufware fo. | 1121500 Mtk £ Safe Urinsall
usert Python 3120 pip B |Python Sofmware fo_ | 1121500 Mk A5 Sae Uit
usern Speesocstzr | SNNemorsi: (035 ark As sae Uit
usert Python 31010 T&/T. | Python Softmare Fo.. 210101500 Mk s Sate Unnstat
usert Sereer Tt BNENetworks e (300 Mk As e Ut
usert Mysca. snen Caae coporaton [8037 Mark 45 Safe Urinstat
usert Python 31010 Stan.. | Python Sofsware fo_ | 110101500 Mtk A5 Safe Uristalt
usert Python 3120 Execi.. | Python Sofoware Fo.. 121500 Mark s Sate Unnatat
usert Pyshon 3120 Doc. | Python Sefoware Fo.. | 1121500 Mark A Sate Unnstal
usert Python 3120 Core . | Pyt Sufiwane Fo.. | 3121500 Mk A Sae Uninsall
ueert Pythan 3120 Te/Tk.. | Pythan Sofiware Fa.. | 1121500 Mark 2 Safe Urirstall
usert Pyehan 31010 Test. 110101500 Mark B Sae Uit
usert JavalTM) SE Devels.. | Gracle Comporaticn | 7090 Mark As Sae Uninstal
usert Python 310,10 Bxec.. | Python Sofonare Fo.. 310101500 Mark A Sae Uninsal
Get Harmiul Software List
.
> Control External Devices: Manage USB and phone storage access.
@ 1Moot Admin Panel - [ *

Al < Lssarch hers..

Lsmname £ Harme Coumner Siais

Loz DESKTOR RHANGHF B

Enable UsE
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» Optimize & Boost Speed: Clear junk files, manage processes, and monitor PC activity.

@ 1o namin panel

@ T80t Admin Panel

Al <] [Search here.

e s i T ot G T ey Geaned oy
592 9/22/2024 B20:50 AM 264
user2 1 1/1/2025 2:20:58 P 2

All < |Soarch hore..

Kl Process

@ 11kot asma taact o x

Al | Search here..

Log

Uerrame cvon e |
ot eanes - [2008 G622 o33t
. reates - o008 00 24 v
s Creates . o02s 0h 22 52500
st Creotes 20406 72 15350
o Corotes . 2024.06 24 152500
[N Crestes . |oe0s2¢ 153500
st Create st | 4T mWL AC .. |2024.06.24 152500
[ Crestes 0.5 37840765 00G. |2024-08-2 153509
Directories

[ Dirctory

. ChsentiractahenSurronaVideos Casures

= s ZA D1 SN Dugarentsfolder

All ~ | Insert directory tocation. dd Remove

> Chat: Instant communication for quick user support and troubleshooting.

o _
o ) X
DESKTOP-RH4 Welcome Super Admin
NQS6F

Connect with
’“5”1—"‘ Disconnect

<
Hello user

->User 1: "Hello Admin"

ITB

v

> **Admin features mirror those of the Super Admin, but access is restricted based on Super Admin
assignments.
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User Operations

» View Installed Programs: View and uninstall programs.

@ (T80t User

A vome
@ installed Programs

G List of Antivirus

- Optimize PC
h P!

Generate PC Report

o=

itLocker Info

Can't find what you are looking for?
Click Here

Uninstall

(s |
[ &4

Installed Programs -
APP Center

Azure Data Studio

Browser for SQL Server 2022

Camtasia 2021

CapCut

Cloudflare WARP

Database ITBot

DDoS_Preventer

Google Chrome

Google Update Helper

115 10.0 Express

1S Express Application Compatibility Database for x64
IIS Express Application Compatibility Database for k85
Integration Services

ot

Java(TM) SE Development Kit 17.0.9 (64-bit) v

> List of Antivirus: See installed antivirus programs.

@ B0t User

ﬁ Home

@ installed Programs
O List of Anti

w ‘ Optimize PC
B RAM and DISK

@ e Eetokte
[ o

Generate PC Report

o)
BitLocker Info

Installed Antivirus Software

Don't forget to protect yourself always against the harmful malwares, viruses, ransomwares.

Windows Defender

» Optimize PC: Clean temporary files and optimize disk space.

@ T8t User

A Home
@ Installed Programs
G List of Antivirus
'.1 Optimize PC

@ RAM and DISK

@ Program Insights
[=] chat

Generate PC Report

[5=)
BitLocker Info

Successfully Cleaned the following files
CAUsers\BNX Networks\AppData\LocalTemp\.ses ~
CAUsers\BNX Networks\AppData\Local\Temp\2a 1amp
C:\Users\BNX Networks\AppData\Local\Temp\4ad77fbe-be91-449d-834c-0a374975033d.tmp
C:\Users\BNX Networks\AppData\Loca\Temp\5308304b-556b-4€a6-b24d-0c7bcb20b114.tmp
C:\Users\BNX Networks\AppData\Local\ Temp\6bfa85b6-577c-4166-08ed-2d8caab21d91.tmp
C:A\Users\BNX Networks\AppData\Loca 7 35081cOctmp
CA\Users\BNX Networks\AppData\Local\ oad

CA\Users\BNX Networks\AppData\Loca\Temp\assistant_installer_2024050716072010g
CA\Users\BNX Networks\AppData\Local\ Temp\assistant_installer_20240507160721 log
CA\Users\BNX Networks\AppData\Local\ Temp\assistant_installer_20240507162525.log
CA\Users\BNX Networks\AppData\Local\Temp\assistant_installer_20240507162527 log
CAUsers\BNX Data\Local\Te installer_ 0g v

Failed to Clean the following files

No failure in cleaning temporary files
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» RAM & Disk Info: Monitor system resources.

BNX NETWORKS

11

@ ITBot User

A Home RAM Size

RAM: 7.85 GB
Installed Programs

E; List of Antivirus

‘.‘lomimlzz pC A Disk Size

[B RAM and DISK

515 GB free of 164.6 GB
=\

@ Program Insights
E Chat

Generate PC Report
o=
BitLocker Info

1.9 GB free of 20 GB

» Program Insights: Manage running processes.

@ 180t User

ﬁ Home Max CPU Usage:  1TBot

Max Memory Usage:  MySQL Workbench
@ Installed Programs

Process Name: CPU Usage (%)

Server_SpeedBooster 130
G List of Antivirus Database_SpeedBooster 006
Windows Command Processor 000
TBot 1821
"l Optimize PC MySQL Workbench 117
ScreenSketchexe 004

Q RAM and DISK

B Program Insights
[ et
Generate PC Report

BitLocker Info
LD

Kill Process

Memory Usage (MB)
12.00

2500

400

11200

156,00

8200

» Generate PC Report: Update PC report for the admin.

ﬁ Home Max CPU Usage: ITBat

m Installed Programs

Max Memory Usage: MySQL Workbench

CPU Usage (%)
se ster

Database_SpeedBooster 006

G List of Antivirus
Windows Command Processor 000
8ot 1857
] DF""‘"' e MySQL Workbench 117
@ UserReport x
[3 RAM and DISK
updating database......
Program Insights

[ cmt
Generate PC Rmﬂ

Hill ker Inf
D ocker Info

Kill Process

Memory Usage (MB

2500
400
109.00
156.00
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> BitLocker Info: Check BitLocker status.

@ 1780t User

A Home BitLocker Status of Drives

BNX NETWORKS

12

m Installed Programs -
Drive Name: C:
G oy Lock Status: Unlocked

'.‘“DPtimizgpc Drive Name: D:
Lock Status: Unlocked
Q RAM and DISK

[ e

Generate PC Report

BitLocker Info
LD

> File and Folder Protection: Lock files and folders with passwords, and Admins can view all locked items.

@ 1780t Lser

A Home

Ty Growse File
m Installed Pragrams {Encrypt Gnly)

E; List of Antivirus

[ Snow Password

Double Click To Automatlcally Put The Values

Biowse Folder

eee Reses  CAlloors) larat lahanSumnna Pictued Sosenche

2N optimize PC
| | [ Trnerroicer vam Vs Rl A

[» [causersimauanansumenapicures, . e b
B RAM and DISK

@ Program Insights

[ e
Generate PC Report

a
.E. Falder Vault
h=n

» Chat: Instant communication for quick support and troubleshooting.

8 User 1 @ cnat - o X

Welcome User 1

Connecte

Connect with

super admin ~ Disconnect

ITBot -

->Super Admin: "Hello user”

non

**All the guest user features are the same as users.
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Special ITBot Features

» Self-Restart: ITBot automatically restarts itself when the PC is restarted, ensuring continuous protection and
monitoring.

» Key to Uninstall: A unique key is required to uninstall the ITBot application, enhancing security.

» Network-Wide Computer Listing: Displays all computers on the network, whether they are ITBot users or
not, providing a comprehensive overview of the network environment.

Special Cybersecurity Features

e USB and Device Control: Admins can enable or disable external device insertion to protect against
unauthorized hardware.

e Drive/Folder File Lock & Unlock with Encryption/Decryption: Securely lock or unlock drives and folders with
advanced encryption and decryption capabilities.

¢ Website Blocking/Unblocking: Block or unblock websites on any user's PC for enhanced web security.

¢ Network Monitoring: Track user browsing history, network activity, and manage antivirus settings across all
devices.

e Local User Management: Manage local and vendor accounts with instant and automatic password updates
every 90 days. Ensure strict and secure password monitoring.

e User Activity Monitoring: Keep track of all user activities across the network for comprehensive security
oversight.
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